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 APEC Manual of Maritime Security Drills and Exercises for Port Facilities


	Exercise
	TE 3

	Category
	Port Facility Tabletop Exercise

	Type
	Security Incidents and Upgrade of Security Level

	Security Level
	1 or 2


INTRODUCTION

1. The security of a port facility depends not only on the careful planning and implementation of security measures, but also its’ response to incidents. Responses to security incidents should be pre-determined and specified in procedures in the PFSP. These incidents may not occur routinely but security staff needs to be ready to carry out the correct actions when they do occur. 

2. This is a basic Table Top Exercise that is designed to be conducted by the port facility. It would be useful as an introductory exercise for the port facility that has not conducted an exercise of this nature previously or as a preparation to a live exercise. It can be modified as necessary to meet the needs and the experience of the port facility. 

AIM

3. To enhance the proficiency of the port facility security team in response to security incidents and upgrading of Security Level. 

OBJECTIVES

4. Participants will explain the appropriate measures to be taken, in accordance with security plan, to handle security incidents and list the actions to be taken, in accordance with procedures when upgrading to Security Level 2..

DESIRED OUTCOMES

5. On completion of the Exercise, participants will:

· now how to respond correctly to contingencies.

· Know the requirement for Security Level 2. 

· Be able to carry out their duties confidently.

· Suggest changes or improvements to the security plan and procedures, if any.

RESOURCES

Personnel

6. Exercise Director : Mr XYZ (recommended to be senior designated person other than the PFSO)
7. Planning Group – The Planning Group will not be necessary unless there is an intention to review or amend this exercise. In this case, the following personnel are recommended:

· PFSO

· Security Manager or equivalent

· Any other personnel from Operation, Human Resource, IT Department, Maintenance, Logistics etc 
8. Controllers:

· Chief Controller : Mr ABC (recommended to be the PFSO or someone with ability to conduct an exercise)

· Controllers : Security Manager or equivalent
9. Players:

· PFSO

· Security Supervisors

· Operations Supervisors

10. Exercise Safety Officer – The appointment of safety officer is not required as this is a discussion. 

Material

11. Meeting room with the following:

· Computer (s), projector, screen

· Chairs and tables

· Layout of port facility

· Stationery for note taking

Budget

12. Funding may be needed for the following:

· Rental for rooms and cost for setting up

· Refreshments

SCHEDULE OF EVENTS

13. Refer to Exercise Announcement (or if there are changes, an updated schedule can be posted here)

SCENARIO

14. Organised crime cartels have been active in the region and are looking for way to transport contrabands via the various transportation nodes. The police have advised all transportation nodes to be on the lookout for transportation of contrabands. 

TASKS

15. For Controllers:

· Be familiar with the security procedures.

· Decide on the exact wording for injects and brainstorm answers to possible questions that may be asked by the players.

· The EPCT is free to alter or add any injects as provided below in response to the actions taken by the participants.

· Carry out the exercise as planned. 

· Note the responses of the players. 

16. For Players. 
· To be familiar with the various procedures and be ready to apply them to the exercise. 

TERMINATION

17. The Chief Controller can terminate the exercise when it is deemed that the objectives have been achieved.

MASTER EVENTS LIST
The flow of the table top exercise is event based, as such, the timing is not critical. Expected response column is just a guide and should be substituted with existing standard operating procedure of port facility.
	S/N

	Time
	Description of Inject
	Purpose
	From
	To
	Expected response

	001
	0900
	Ex XXX Starts
	To commence Exercise
	Exercise Director
	All
	None

	002
	0905
	The Security lightings at XXX unserviceable
	· Test response to contingency 
· To investigate defects?
	Controller (Guards at monitoring)
	Security Supervisor
	Investigate

	003
	0910
	Local Police Chief called and said that an explosion occurred in the Town Square Bus Terminal.  At least two persons were killed and more than 10 persons are injured.  The cause of the exploration is unknown.  Police has not ruled out terrorist attack


	· To test security assessment.

· To test security communication


	Controller (local Police Chief)
	PFSO
	Use information to assess security situation

	004
	0910
	SSO of MV XXX berth alongside XX called to report two suspicious persons were detected at the quarterdeck.  When challenged by ships crew, they jumped overboard and were picked up by a small speed boat.  The boat sped away towards the opposite bank.


	· To test ship-shore interface of security

· To test security communications  

· To test contingency plan
	Controller (SSO MV XXX)
	PFSO
	Activate waterside security

	005
	0915
	Security patrol reports that a hole has been cut in the perimeter fence at XXX
	· Test procedures for contiguous zone security
· Test Contingency plan on physical security
· Facilitate exercise play for infiltration.
	Controller (patrolling guards)
	Security Supervisor
	Investigate. Ask hole to be repaired

	006
	XXX
	Maintenance team reports that the cabling for lights seems to have been cut. 
	· Facilitate exercise play from S/n 002.

· Timing is subject to Players response to S/n 002.
	Controller (maintenance team) 
	Security

supervisor
	Investigate

	007
	0920
	CFS Supervisor reported one unidentified person was seen loitering outside the main door.  He ran away towards XXX 
	· Test security responses

· Could be a continuation of S/n 005
	Controller (CFS Sup)
	Security Supervisor
	Respond and investigate

	008
	0925
	The Clerk from Mail room called to say that when a white envelop was opened, there is light yellow coloured powder with strong sulphur odour.  There is also a piece of paper with “you all die” written on it.   Some powder spilled onto the table.  
	· Test contingency plan

· Test security decision.  Bomb Squad? Evacuation?

· Facilitate dangerous substances play if required
	Controller (Clerk, Mail Room)
	Ops Supervisor
	Respond and investigate. Evacuation?

	009
	XXX
	Maintenance team member  reports that his team-mate suffered electrical shock, fell off the ladder, and needs medical attention
	· Timing pending Players responses to S/n XXX

· Test response to medical contingency
	Controller (maintenance team) 
	Security supervisor
	Respond to medical assistance

	010
	0935
	CCTV operator reported that all the cameras monitoring the Admin Block are not functioning.  Suspect some software bug affecting that zone.  
	· Facilitate exercise play. Alternate security arrangement? Sabotage? 

· Test security decision
	Controller (CCTV Operator)
	Security Supervisor
	Investigate. Alternative arrangement

	011
	XXX
	Maintenance team reports they do not have expertise to make  a permanent repair to the lighting cable
	· To show escalating security situation. To trigger review of security arrangement
	Controller (maintenance team) 
	Ops supervisor
	Alternative arrangement

	012
	0945
	Security guards at Main Entrance report to the PFSO that a truck driver delivering ship stores to MV XXX at Berth XX.  He does not have any delivery order with him because he said his manager ordered him to deliver first as it is urgent order.  The company will fax the Delivery Order as a follow-up.   The driver has no ID with him as he said he forgot to bring his wallet.  The main gate guards recognised the driver as he has been delivering goods to the PF for several months.
	· Test access control and materials handling procedures.
· Test security communications between ship and shore
	Controller (Guards at cargo screening)
	Security Supervisor
	Deny entry. Check with vessel.



	013
	0955
	Canteen Operator reported a haversack is found inside the male toilet cubicle.
	· Facilitate exercise play of unidentified parcel. Alternate play for bomb or “non-bomb”.

· Test security procedures.

· Evacuate?

· Bomb Squad? 
	Controller (Canteen Operator)
	Security Supervisor
	Respond and investigate.

	014
	1005
	On the pretext of having to use the toilet, the driver left the truck and ran away from the port facility.  The truck is blocking the main entrance
	· Facilitate exercise play

	Controller (Guards at monitoring)
	Security Supervisor
	Check with delivery company
Search for driver? Remove vehicle? Search vehicle?. 

	015
	1010
	MV XXX called to enquire why its stores and spare parts are stuck at the Gate.  The ship needs them urgently to repair its machineries. 
	Facilitate exercise play. 
	Controller (Chief Officer MV XXX)
	Security supervisor
	

	016
	1015
	Police reported that the explosion at the Town Square Bus Terminal was likely caused by explosive. Police is investigating.
	Review security situations


	Controller (Local Police Chief)
	PFSO
	Use information to assess security situation



	017
	1030
	Designated Authority reports the possibility of sea borne attack by terrorists on ports and port facilities. Upgrade Security Level to 2
	· Test response to upgrade of Security Level  
· Authenticate DA’s message?
	Controller (DA)
	PFSO
	Upgrade Security level

	018
	1035
	 A company reports that its motor launch berthed at the port facility is missing. They claim it was securely berthed at its usual jetty
	· Facilitate exercise play.  Theft? Carelessness?

· Impact on Contingency plans for waterside security?
	Controller (admin staff)
	Ops Supervisor
	Investigate

	019
	1045
	SSO of MV XXX called to enquire the security situation of the Port Facility. Security Level to 2
	· Test coordination with ships on security matters

· DoS?
	Controller (SSO)
	Security Supervisor
	Provide info

	020
	1050
	The Security patrol car of PF cannot be started. 
	· Test alternate security plan

· Test security decision 
	Controller (Main Gate Guard)
	PFSO
	Investigate and provide alternative solution

	021
	1115
	Sup of Warehouse XX called to request permission for the local priest to come into the port at XXX.  He was invited to bless the warehouse as the workers believe that it is haunted.   
	Test access control decision at Level 2.


	Controller (Sup, Warehouse XX)
	PFSO
	Respond with caution

	022
	1100
	Security guard at wharf side surveillance tower reports seeing a motor launch similar to the Port Facility’s berthing crew launch drifting outside berth XX
	Response to security incidents 
Close inject S/n 018
	Controller (Guards at wharf)
	Security Supervisor
	Waterside security. Monitor boat

	023
	1125
	Main Gate reported some of the road blockers to direct traffic for Level 2 are missing. 
	· Test PFSP

· Evaluate contingency plan.
	Controller (Main gate guard)
	Security Supervisor
	Alternate solution

	024
	1135
	SSO of MV XXX refused to sign DoS and demanded PF to provide additional security forces to protect the ship.  He said that this is the PF’s responsibility to ensure the interest of the sip is safe guarded.
	· Test security decision and knowledge of PF on DoS.
	Controller (SSO MV XXX)
	PFSO
	Explain and insist the signing of DOS

	025
	1140
	DA called to enquire the security status of PF and wanted a situation update.
	· Review situation awareness of players
	Controller (DA)
	PFSO
	Update and inform

	026
	1145
	A military jeep is at the main gate.  The officer demanded entry. He said that he is from the National Army and his section is tasked to take over the control of main gate and Operation room.  There are about 6 soldiers in the jeep.  Some are armed with rifles.  
	· Test response to security incidents
· Legitimate security forces? Terrorist?
	Controller (Main Gate Guards)
	PFSO
	Check and respond

	027
	1200
	Ex XXX Ends
	Termination of Exercise
	Exercise Director
	All
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